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HOW TO 
NEGOTIATE 
BULLETPROOF 
VENDOR CONTRACTS



Whether your financial institution has one branch 
or 1,000, your ability to maintain productive vendor 
relationships comes down to the quality of the vendor 
contract. It’s about more than pricing. An effective 
vendor contract considers everything from your 
institution’s strategic needs to regulatory requirements 
to liability issues.

For larger institutions, lawyers and years of experience 
eliminate many of the loopholes that otherwise 
create vulnerabilities for smaller FI’s. On the other 
hand, substandard contracts can mean thousands of 
dollars per year in wasted fees and unnecessary risk. 
Quality contracts result in proper expectations and 
efficient expenditures. 

The problem for smaller institutions that negotiate 
a core contract every five years and the occasional 
ancillary product deal is they are disadvantaged when 
negotiating with vendors who do hundreds of deals a 
year. Vendors have developed standard contracts that 
lean strongly in their favor. They know what other 
institutions are paying, and they know just how to 
present a deal so that it looks deceptively attractive. 

All is not lost, though. With the proper strategy, every 
financial institution has the ability to negotiate a bullet-
proof vendor contract that protects the FI from hidden 
costs, mitigates risk from the outset and ensures that 
vendors are working to their full potential for you. 
It comes down to three key steps:

1. Assessment phase. Before you ever talk
dollars and cents with a vendor, you do need
to do your research. This whitepaper will show
you how to assess the needs of your institution,
assess the market players to find the most
credible vendors, and think about how you’ll
measure return on investment. We’ll also tell
you how to define direct and indirect costs
you may incur.

2. Planning phase. Once you know what you
need and who you need to talk to, you need
to research fair market value pricing and terms.

3. Negotiation phase. You’ve got a plan, now it’s
time to negotiate. We’ll show you the most
important factors when it comes to timing and
negotiating pricing and terms. We’ll also help
you understand the true value (or nonvalue)
of discounts.
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EXECUTIVE SUMMARY: With the proper strategy, every financial institution 
has the ability to negotiate a bulletproof vendor contract that protects the FI from 
hidden costs, mitigates risks and ensures that vendors are working to their full 
potential for the institution. This whitepaper explores the three key phases to 
contract negotiations: assessment, planning and negotiation. It also reveals 
common vendor tricks and offers strategies for making the contract more even.

With the proper strategy, every financial institution has the ability to 
negotiate a bulletproof vendor contract that protects the FI from hidden 
costs, mitigates risk from the outset and ensures that vendors are 
working to their full potential for you.



THE ASSESSMENT PHASE

Assess Your Needs

Vendors are masters at luring you in with bells and 
whistles you don’t really need. That’s why you need to 
begin the process with an internal assessment of what 
your institution is trying to accomplish.

Begin with an exercise in defining your business 
needs by asking what elements you’d have to put into 
the product or service if you were building it yourself. 
Don’t just say what you need. Justify why you need it 
and how it will help you define return on investment 
(ROI). Make sure it’s aligned with your goals. If you 
can’t justify why you need it, it might not be a need.
Sometimes you might need to see what’s out there 
to help you understand your needs. It’s okay to see 
what’s available, but tread carefully. You don’t want to 
start chatting up vendors or get distracted by a fancy 
user interface. This is a time to be thinking internally.

Assess the Market

There’s no shortage of information about vendors. 
The key is narrowing down your short list. You have 
limited time and resources to dedicate to your vendor 
search and you’ll have to write a thorough assessment 
of why you selected your vendor. This amounts to a 
great deal of work if you choose to review 10 vendors. 
Whittle down the list by seeking referrals and give 
extra consideration to any vendor whose name keeps 
coming up. It’s probably a leader in the market. 
The best places to seek referrals are:

• Other financial institutions. Listservs, email
groups, LinkedIn groups and networking events
are great places to ask around.

• Professionals associations. Both state and
national associations are familiar with vendors
and can make referrals.

• Internet searches. The challenge is that internet
searches can give you vendors that are very
small or aren’t currently participating in the
market and are trying to make inroads. Make
sure you have a good vetting process.

• Favorite vendors. If you have a vendor you like,
ask them who they recommend.

Once you have a list, don’t just focus on what vendors 
have in common. Look for the unique characteristics 
that stand out to help determine who should be 
considered.

Determine the Benefits (ROI)

Stay focused on your business needs by analyzing the 
financial benefits of potential vendors. Some of these 
are easy to measure while others produce efficiencies 
that free up resources to allow the institution to finally 
tackle items that had been pushed to the side. Weigh 
the benefits the vendor provides versus the benefits 
of doing it yourself. Ask whether the vendor will:

1.  Generate revenue. 
2. Generate savings in dollars spent.
3. Generate savings in time spent.
4. Create work product needed for clients.
5. Create work product needed for management.
6. Create work product needed for compliance.
7. Create work product needed for others.

Together these items will give you a full picture of a 
vendor’s ROI.

Define the costs.

Cost is a key component—though it’s just one element. 
If you specifically negotiate pricing but not terms, you 
can still have a bad agreement. It will just be a little 
less expensive.
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Don’t just focus on what vendors have in common. Look for the unique 
characteristics that stand out.



With that caveat, let’s dig into the kinds of costs: direct 
and indirect. It’s important to identify these costs early 
on to be sure you full understand the potential scope.
Direct costs are spelled out clearly in your contracts. 
Here are some of the most common ones and some 
of the mistakes FIs make.

Recurring fees. All monthly, quarterly, annual costs.
One-time fees. These are often entry costs and include 
implementation fees, training fees and data import 
fees. There are also unpredictable fees that are some-
times layered on top, often for items like compliance 
and audit reports. These all should be included in the 
contract.

Fee increases. Just about every supplier will make 
sure fees rise every year even though the cost of 
technology typically declines over time. Make sure the 
annual CPI increase costs or costs related to volume 
are reasonable or you may be exposed if the economy 
turns.

Termination fees. Suppliers are notoriously vague on 
the cost of termination. Some say it’s 80, 90 or 100 
percent of the remaining contract. But that doesn’t 
include conversion, de-conversion or integration 
fees which are often left to the prevailing rate. 
That’s especially true for institutions that negotiated 
contracts between 2008 and 2010 when they were 
focused on surviving. Now that FIs are focused on 
merging, they are paying hundreds of millions to their 
core suppliers because they didn’t think to include 
these items in their contracts. Negotiate all these 
fees into your contract before you need them. 

Well-known indirect costs that effect the bottom line 
include training, management oversight and compli-
ance. But many institutions fail to consider the cost of 
professional services, particularly at tech-forward FIs. 
These sophisticated FIs are likely to end up asking 
their suppliers to do special programming from 
time-to-time. This cost isn’t usually well-defined in 
agreements. Be sure to include rate schedules into 
agreements from the beginning.

PLANNING PHASE

Benchmarking

Despite a strong business case and knowledge 
of common cost pitfalls, many FIs go blindly into 
negotiations when it comes to pricing because they 
only get pricing for one vendor. Another challenge is 
the products and services that may be linked to 
a vendor that have to interact. In other words, the 
FI gets a great price on the platform, but the additional 
modules are way above market pricing. This process 
of “anchoring” happens when the vendor throws out 
a low price to get you started. 

There are no set prices, and most vendors are not 
in a commodity business. So just comparing one 
component in a core processing business relationship 
will not provide an accurate picture. 

Consider online bill payment. It’s basically same the 
same type of service at every institution. While one 
might believe, there is a standard price, there are large 
variances between institutions because the vendor’s 
look at the overall relationship. The key is to think 
about the cost of overall including all the potential parts. 
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Many institutions fail to consider  
the cost of professional services,  
particularly at tech-forward FIs.

99 percent of contracts have critical business and legal term flaws.



NEGOTIATION PHASE

Core Vendor Timing

Timing is critical when it comes to core vendors. 
Vendors are trained to approach you when you have 
12 months left on your contract because it’s almost 
impossible to leave in that short amount of time. 

That’s why you need to monitor contracts and begin 
your assessment when there is still 24 to 30 months 
remaining on your current agreement. The best time 
for signing the agreement is between 18 and 24 
months remaining. Why is this timing so important? 
It leaves you enough time to choose another vendor 
if you can’t get the deal you need. 

Your vendor may try to resist early negotiations. 
Push on anyway. If you approach them with the right 
business case, they’ll go along with it. If you’re behind 
and approach your vendor with less than 18 months 
left on the agreement, the leverage quickly moves to 
the supplier. All isn’t lost, but you’ll likely need extra 
help in moving quickly in your needs assessment to 
negotiate a favorable relationship. 

Typically, you do not want to automatically renew 
the core agreement without your input. You could be 
locked in for years and the costs could be very high.
That’s why it’s essential to have programs in place to 
monitor contracts and their expiration dates so you are 
never caught off guard and forced into a relationship 
with a vendor that you do not want. 

Pricing

There are several strategies that can be utilized to 
obtain better pricing. Obtaining data from several 
vendors is the best way to get ammunition to 
negotiate pricing. However, each vendor will have 
distinguishing features, which is why a needs 
assessment is critical to making sure that the 
greatest value is placed on the services that have 
the greatest impact to your financial institution. 

Leverage the competition. Don’t threaten to leave 
a vendor unless you mean it. Your core vendor is a 
critical partner and that’s not how you want to manage 
that important relationship. However, explaining that 
you have data from the other core vendors demon-
strates that the incumbent vendor should not take 
your financial institution for granted. 

In fact, you should mention the competition. You 
should always disclose your potential vendors to give 
each party an opportunity to highlight what makes 
them stand out from the competition. 

Seek out incentives. Depending on where you are 
in your contract life, your volume and what products 
and services you need, you might get great incentives. 
Use this to your advantage. Typically, longer terms 
agreements can lead to price concessions from a 
vendor. 

Align interests. Do you have a different strategy now 
than you did when you signed your last contract? 
Make sure your vendor understands the change. For 
example, let them know that now you’re concentrating 
on M&A instead of survival.

Understanding So-Called Discounts

Everybody loves discounts, but not all discounts are 
built the same. When vendors offer a discount, look 
at them carefully to see if they are as valuable as they 
first appear. Common discounts include:
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Vendors are trained to approach 
you when you have 12 months 
left on your contract because 
it’s almost impossible to leave 
in that short amount of time.

Don’t threaten to leave a vendor 
unless you mean it.



Flex Credits. Flex credits are great if they can be used 
in many different ways, but that’s not always the case. 
Some vendors restrict their use. They might give you 
$100,000 in flex credits, but they can only be used 
against future purchases of products and services at 
retail (i.e. insanely marked up) prices. Those credits are 
only valuable if you have the foresight to know what 
you’ll want to buy with the money and pre-negotiate 
prices for these services. Otherwise, a flex credit is 
worthless.

Line item invoices. The best discounts are at the 
line item level. Just make sure discounts reward you 
for growth and don’t penalize you. When you grow, 
you bring your vendor more business. You should 
be enjoying economies of scale. Also, it is critical to 
negotiate how the bill will be presented to allow your 
financial institution to reconcile it back to the terms 
of the agreement and fee schedules. Some financial 
institutions will even ask for a sample billing statement 
as agreed upon schedule to the agreement.

Terms

As we mentioned, contracts are about more than the 
obvious dollars and cents. There are many other terms 
and provisions that can have a material impact on a 
financial institution. A successful modern agreement 
protects a financial institution while controlling costs. 
Let’s take a look at eight elements of vendor agree-
ments that financial institutions overlook:

Scope. Scope defines what a vendor actually provides 
with service, support and software. It should be clear 
enough that a person, particularly a regulator, can  
understand the purpose of the agreement and what 
the vendor is delivering. Too often these agreements 
just say the FI is licensing software and obligated to 
pay. It should give the details of what the service or 
software does including the benefits and support 
provided. These details are key to ensuring that 

your vendor delivers on its value proposition and 
can help you hold your vendor accountable.

Performance. Financial institutions need a way to 
measure vendor performance. That’s why a service 
level agreement (SLA) is critical. SLAs are documents 
which describe the level of service expected by a  
customer from a vendor, lay out the metrics by which 
that service is measured, and list the remedies or  
penalties, if any, should the agreed-upon level of  
service not be achieved. These metrics can include  
up time, response to requests and volume and  
should be as specific as possible.

Most SLAs should really be called “service level  
objectives.” They have goals that vendors aim for,  
but no real consequence if they fall short. If your  
customers can’t log into your mobile app or the  
institution fails to complete a transaction, the most  
the vendor will have to do is reperform the service.

That’s why contracts need to include economic  
consequences. Some contracts may offer termina-
tion, but that’s a painful path and a last resort. A real 
SLA has an economic credit attached to it. Consider 
the case of a bank that found itself in hot water with 
customers and regulators when it’s vendor sent out 
20,000 statements to the wrong customers. It was a 
major Gramm-Leach-Bliley Act violation that took hours 
and hours to clean up. The vendor took responsibility 
for the mistake paying out what was owed according 
to the SLA’s terms: a paltry 19 cents per statement.

When negotiating for financial consequences, one way 
to make your point to the vendor is to state that you 
know the price for 99.9% uptime. Then ask what the 
price will be if it’s up only 90% of the time. You want to 
know the discount if the vendor doesn’t perform at the 
agreed level, and you want to get it in writing. 
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Everybody loves discounts, but not 
all discounts are built the same.

A successful modern agreement 
protects a financial institution while 
controlling costs.



Business continuity planning. A vendor might provide 
mountains of documentation on its BCP plan during 
discovery and due diligence, but if it’s not in your 
agreement, those efforts can stop at any time. 
That’s why contracts should specify expected business  
continuity plan (BCP) protocols and standards  
including, recovery time objectives, recovery point 
objectives, how often the plan is tested by a third party 
and how the vendor communicates its results to you. 
The level of detail should coincide with how critical  
the vendor is to the bank.1

Confidentiality. Vendors try to limit confidentiality 
clauses to GLBA and customer privacy, but vendors 
have more than just your customer data. They also 
have private, proprietary information about your 
financial institution that you probably don’t want to 
share publicly. Most contracts have provisions to 
protect the vendor’s business strategy and trade 
secrets but nothing to protect your institution. 
Make sure your vendor follows the Golden Rule 
and extends the same courtesy to you. Keep it 
simple by having your counsel provide standard 
form language on privacy issues to insert in all your 
contracts—including GLBA and HIPPA if applicable. 

Indemnity. Indemnity is when one party takes the 
place of another party for the purposes of liability. 
When it comes to vendors, it’s important to know 
if your FI will be liable for a vendor or if there will be 
times when a vendor will take liability you. There 
should be specific language for indemnification 
including notice provision and who controls the 
defense of the claim.

Consider the ATM patent suits where FIs with ATMs 
connected to the internet have been sued by firms 
demanding licensing fees because they own the 
patent for that technology. FIs whose ATM vendors 
have no liability are left on their own to defend the 
claim. Other institutions have been sued for websites 
that aren’t compliant with the Americans with Disabil-
ities Act. When selecting a vendor, it may be worth it 
to pay a little bit more to someone who will take legal 
and financial responsibility for their product or service.

The bigger the vendor, the less likely they are to 
change the indemnification provisions in their standard 
contract. Those vendors may consider the liability of 
doing business with you larger than the value of the 
agreement. FIs are more likely to negotiate better 
terms from second and third-tier vendors—including 
compliance vendors, websites and marketing firms—
whose activities expose you to regulatory risk. These 
firms are often hungry for business and FIs can better 
control the relationship.

Insurance. Vendors both large and small should have 
insurance to protect your institution. Not only does this 
provide a deep pocket if there’s a problem, but it can 
also keep your vendor in business in the event of an 
error. They should have enough insurance, especially 
cyber liability insurance as part of errors and omission 
coverage, to cover a breach. They should also provide 
an annual certificate of insurance. 

Sometimes you can tie limits of liability to insurance. 
A vendor might tell you it’s liable for only 3 months of 
fees, but that it has an insurance policy with millions 
of liability coverage. In that case, you might be able to 
craft an agreement that ties them to the limits of their 
insurance. 

Limits of liability. This refers to the maximum amount 
of damages that can occur in the result of a breach. 
The amount should be reasonable based on the 
service being rendered, but that’s not often the case 
in a standard contract. For instance, some vendor 
agreements limit damages to $1,000 on an outsourcing 
contract that’s supposed to help the FI save $300k. 
In that case, the economic impact of the exposure 
doesn’t really justify the ROI. 
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1 FFIEC IT Examination Handbook. Appendix J: Strengthening the Resilience of Outsourced Technology Services. 

http://ithandbook.ffiec.gov/it-booklets/business-continuity-planning/appendix-j-strengthening-the-resilience-of-outsourced-technology-services.aspx

Most contracts have provisions 
to protect the vendor’s business 
strategy and trade secrets but 
nothing to protect your institution.



Use the contract to align limits of liability with 
insurance limits. Statutory breaches, like those of 
GLBA, should be excluded from limits of liability due 
to the government and consumer liability they create.
Assignment. Unless it’s specifically stated in the 
contract, vendors can transfer their rights and 
responsibilities to fourth-party vendors, including 
subcontractors and suppliers, and not even tell you. 

Imagine you have a three-year agreement with an 
extremely secure IT host. You even did an onsite visit. 
Eighteen months later they switch to Discount Server 
Warehouse which gets hacked 20 months into your 
contract. As a result, your customer data is shared all 
over the internet. You’re facing regulatory liability and 
consumer lawsuits all because no one addressed the 
assignment clause.

Ideally your contract will include notice of consent, 
requiring your consent and a period of time for due 
diligence. This is possible with smaller vendors but 
not with cores. At a minimum, fight for language 
guaranteeing that any new data center (or other 
vendor) will be at least as good as your old one 
so you don’t lose quality. It helps if you can build 
a business case for your request, for instance a 
call center that will interact with customers as 
opposed to a back office that just deals with 
employees.

CONCLUSION

Negotiating a fair and effective contract is entirely 
possible with the right strategies and tools. It begins 
with proper vendor management, the process by 
which an organization’s third and fourth-party vendor 
contracts, expectations and business dealings are 
organized within a single system, making it easy to 
find, report on and edit vendor agreements.

A strong vendor management system simplifies
the assessment phase, helping an institution to 
understand whether vendors are living up to 
prescribed expectations, know when contracts 
are expiring and track and demonstrate the due 
diligence for vendor selection and compliance 
that examiners expect.

Nvendor is one such solution, offering a secure, 
feature-rich, online vendor and contract management 
product that combines access to a team of legal 
professionals with a secure, feature-rich online 
solution for contract monitoring, reviews and manage-
ment. It includes document and analysis of contract 
summaries so it’s easy to find important contract 
provisions buried in contracts.

Don’t let an onerous contract limit your financial 
institution’s profitability, opportunities or regulatory 
compliance. Use these strategies to negotiate a 
bulletproof contract.
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Ncontracts® is a leading provider of risk management 
software and services to fi nancial institutions. 
While we started with our industry-leading vendor 
management platform, our portfolio off erings have 
evolved to feature enterprise risk management, 
business continuity risk management, compliance 
management, fi ndings management, and cybersecurity 
management. More than 650 fi nancial organizations 
use Ncontracts to manage risk more effi  ciently and 
eff ectively using our integrated suite of software 
and services.




